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Weekly Malicious Site Detections [1]

Total Malicious Sites Online

[1] Google Safe Browsing Transparency Report: https://transparencyreport.google.com/safe-browsing/overview 

Phishing

Web-based malware



FBI I3C Reported Phishing Victims 
Per Year
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Likely undercount according to Breen et al., “A Large-Scale Measurement of 
Cybercrime Against Individuals” CHI 2022.



Phishing Questions

• Why does phishing continue at 
scale?

• What shortcomings exist within anti-
phishing systems?

• How can we reliably measure them?
• How can they be improved?



Anti-phishing Ecosystem

Phishers Message Platforms Phishing Victims

Phishing Content

Targeted Organizations Collateral Damage

Hosting Platforms

.com

Domain RegistrarsUnderground 
Economy

Anti-abuse Entities

Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner.  APWG Symposium on Electronic Crime Research, May 2018.



Digging Deeper

Message Platforms Phishing Victims

Phishing Content

Targeted Organizations Collateral Damage

Anti-abuse Entities

Phishers

Hosting Platforms

.com

Domain RegistrarsUnderground Economy

1800 Phishing Kits
172K Phishing URLs

Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner.  APWG Symposium on Electronic Crime Research, May 2018.



Phishing Kit Analysis

• 2,300 .htaccess files
○ Used heavily to block security organizations
○ 1.5M total directives, 340K unique

Why is request filtering so elaborate?

Geolocation User Agent Referring URLHostname/IP

Do phishers truly understand the ecosystem?
Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner.  APWG Symposium on Electronic Crime Research, May 2018.



Anti-phishing Blocklists
• Key ecosystem defense

– Default in major desktop + mobile browsers

– App and e-mail integration

• Goals
– Timely, comprehensive detection

– Low false positive rate

• Automated crawler backend

Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner.  APWG Symposium on Electronic Crime Research, May 2018.



“Cloaking”: Why Filter Requests?

Allow

Deny

secure-login-
paypal.com

Attack stays online longer: phishers maximize ROI

URL Reported to 
Entity

URL 
Checked

URL 
Classified 
as Phish

URL Added 
to Blocklist

URL 
Ignored

Victims

Security 
Orgs.

Can current anti-phishing systems bypass cloaking?
Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner.  APWG Symposium on Electronic Crime Research, May 2018.



HOW TO MEASURE A PHISH



PhishFarm Research Overview
Do browser blocklists protect users from cloaked phishing?

• Coverage: does blocking always occur?

• Speed: lag time before blocking happens

• Consistency across platforms

Security implications of gaps?

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Measuring Blocklists
• Framework to create our own harmless phishing sites

• Preliminary experiments to guide design of larger ones 
(cloaking, entities, URL types)

• Preliminary security recommendations

July 2017

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



5 Cloaking Techniques
A. Allow all traffic (control group)

B. Only mobile (Android & iOS)

C. Only US desktop

D. Only non-US desktop

E. “Anti-crawler” IP/hostnames (from .htaccess)

F. Only if JavaScript runs in browser
PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Full Experiments

x

= 1,980 sites total 

Random .com domains (avoid confounding effects)

x 66
= 396 sites

A B C D E F

July 2018

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



PhishFarm Deployment

Configure & Deploy
Phishing Sites

Report URLs to 
Anti-Phishing Entities

Monitor Browser 
Blocklist Status

(desktop + mobile)

1 hour of setup
End-to-end automation

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Overview of Findings

Successfully
Crawled

Blocked
Anywhere

Mean Time to
Blocklisting

Mean Requests
per Site

w/ cloaking 61.4% 23.0% 238 min 162

No cloaking 97.4% 49.4% 126 min 334

• Over 2M web hits, 20K blocklist timestamps 

• Cloaking halved blocklisting chance, nearly doubled time
to be blocklisted, and resulted in less crawler traffic

• Key assumption: experimental design representative of ecosystem

• Abuse reports far slower
PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Cloaking Effectiveness

• Mobile-only sites never blocked anywhere
• + no blocklist warnings on mobile devices

• US-only sites never blocked by GSB

• Non-US sites never blocked by APWG & others

• .htaccess cloaking effective for first 12 hours

• JavaScript cloaking slowed blocking in long term 

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



PhishFarm

• Framework Available: https://phishfarm-project.com
• Transitioning Framework to APWG

• https://ecrimeresearch.org/phishfarm/
• Cloaking prolongs phishers’ window of 

opportunity
• Novel techniques to be expected 
• Geo-specific cloaking remains effective

• Mitigations not fast enough to prevent abuse
• Blocklists
• Hosting infrastructure

• Ecosystem must improve to keep users safe
PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad 
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.

https://phishfarm-project.com/
https://ecrimeresearch.org/phishfarm/


• Phishing kits “often” embed first-party 
JavaScript tracking code or images

Key Observation

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ORGANIZATION TARGETED BY 
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ANONYMIZED
WEB

EVENTS

Building an Analysis 
Framework

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ANONYMIZED
WEB

EVENTS

KNOWN PHISHING
/ SUSPICIOUS URLS

ORGANIZATION TARGETED BY 
PHISHERS

Overlapping URLs

E-MAIL PROVIDER / 
PHISHING REPORTS

Attack timeline / detection

Session IDs

TRAFFIC

• victims
• crawlers
• attackers

Phishing URLs

FRAUD DATA

E-MAIL DATA

• Loss calculation
• Secure accounts

• Spam timings
• Reporting trends

Framework Design

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.
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• Source: large organization (top 10 most-phished)

• Visibility: 39.1% of known phishing 
domains

7.6% phishing success rate

Trackable by Golden Hour Estimated 
Total

Potential Victims Known User

Phishing Site Page Loads 15.6M 4.8M 39.9M

Suspected Successful 
Phish 482K 148K 1.2M

Oct 2018
through

Sep 2019

“Golden Hour” Data Set

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



Proactive 
detection

Reactive mitigation improvements

Secure affected user accounts

End-to-end Timeline of Phishing

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali 
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



Coronavirus

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Motivation

and much more …

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Approach
• We collected a comprehensive dataset and 

analyzed it to identify the trends:

Underground forum discussions

DNS records and TLS certificates

News articles and announcements Victim visits on phishing websites

Source code of malicious websites

Reported phishing emails

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Domain Names and TLS Certificates
The number of corona-related domain names started increasing from early March 
2020 after W.H.O. declared a pandemic

# of certificates issued to corona-related domains

# of newly registered corona-related domains

The W.H.O. declared a global health emergency The W.H.O. declared the outbreak of COVID-19 a pandemic

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Phishing Trends
- The number of phishing hostnames reported to two major 

clearinghouses did not increase

- We analyzed phishing emails and traffic to phishing 
websites at one major industry organization using 
GoldenHour framework

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Phishing Trends
Through an increase in spamming activity against a larger attack surface, 
the pandemic led to record numbers of phishing victims

Victim visits to phishing websites

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



COVID-19 Themed Phishing
We crawled the source of 49K scam and phishing websites

Donation-themed

PPE Sale

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



COVID-19 Themed Phishing

Shopping Websites

Corona-related Events

Free shipping on all orders. Due to COVID-19 Pandemic We are currently 
facing a slight delay to ship orders. We appreciate your understanding!

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Key Takeaways
- Attackers favor general phishing websites while taking 
advantage of the pandemic in other contexts

- Reactive anti-phishing systems are not enough

Victims visits to phishing websites

Month # of Reported 
URLs

# of HTTPS 
Domains

Jan 2020 0 0

Feb 2020 5 1

Mar 2020 171 37

Apr 2020 140 34

Total 316 72

467,323

The number of corona-related URLs reported to the APWG

Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim, 
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.



Key Takeaways (cont’d)

FTC report shows users lost $40M to COVID-19 fraud from 
January to May*

Low number of corona-related legitimate websites despite large number 
of registered domains

Phishing is just one type of many corona-related attacks. 
Cybercriminals use domains for different fraudulent purposes

* https://public.tableau.com/profile/federal.trade.commission#!/vizhome/COVID-19andStimulusReports/Map 



Revisiting Cloaking

54

https://verify-webscrid2367.serveirc.com/signin

CrawlPhish: Large-scale Analysis of Client-side Cloaking Techniques in Phishing. Penghui Zhang, Adam Oest, Haehyun Cho, Zhibo Sun, RC Johnson, Brad Wardman, Shaown
Sarker, Alexandros Kapravelos, Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. IEEE Symposium on Security and Privacy (Oakland). 2021.



Cloaking
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https://verify-webscrid2367.serveirc.com/signin

CrawlPhish: Large-scale Analysis of Client-side Cloaking Techniques in Phishing. Penghui Zhang, Adam Oest, Haehyun Cho, Zhibo Sun, RC Johnson, Brad Wardman, Shaown
Sarker, Alexandros Kapravelos, Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. IEEE Symposium on Security and Privacy (Oakland). 2021.



Cloaking
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Data Collection
Architecture
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Data Collection
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Data Collection



Architecture

Crawled
Phishing
websites

Data Collection

Forced execution
Engine*

[*] J-Force: Forced Execution on JavaScript
Kyungtae Kim, I Luk Kim, Chung Hwan Kim, Yonghwi Kwon, Yunhui Zheng, Xiangyu Zhang, Dongyan Xu
26th international conference on World Wide Web, 2017
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Forced execution
Engine

Analysis Engine



Architecture

Webpage Similarity

Analysis Engine
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Webpage Similarity
Non-JS
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Cloaked Phishing Over Time
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User Interaction



Impact

• Can these techniques truly evade 
detection by anti-phishing systems?

• Do they generally not discourage victim 
visits?



Effectiveness

report

User Interaction Cloaking
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Phishers

Potential Victims

Hosting Platforms

Anti-abuse Entities

Lures

Server-side 
Cloaking

Credentials Phishers

Client-side 
Cloaking GSB

Phishing 
Content



Conclusions

• Extending beyond phishing
• Extending deeper into phishing

– Advanced web phishing
– Other phishing lures: SMS, voice, chat 

(whatsapp, etc.)
• Prevention

– Removing incentives?
– Education?
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