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Welcome to the GNU Project weh server, wwws.gnu.org. The GNU
Projectwas launched in 1984 to develop a complete UNIX style operating
system which is free software: the GNU system. (GNU is a recursive
acronym for &ldgquo;GNUs Not UNIX &rdguo;; itis pronounced
&ldquo;guh-noo.&rdquo;) Yariants of the GNU operating system, which
use the kernel Linux, are now widely used; though these systems are
often referred to as &ldquo;Linux,&rdquo; they are more accurately called
GNU/Linux systems.

This is also the web site ofthe Free Software Foundation (FSF). FSF is
the principal organizational sponsor ofthe GNU Project. FSF receives
very little funding from corporations or grant-making foundations. We rely
on support from individuals like you who support FSF’s mission to
preserve, protect and promote the freedom to use, study, copy, modify,
and redistribute computer software, and to defend the rights of Free
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2.02 with libwww 2. 16pre 1

by Tim Berners-Lee

ht 1990,91,93,94, TEL, CERN. Distribution restricted: ask for terms.

Text: Text which is not constrained to be linear.
Media: Information which is not constrained linear... or to be text.

This is a new version of the NextStep WorldWideWeh application with
the libWWW library. Bug reports to timbl@info.cern.ch, gquoting the
version information abhove. Check the list of known bugs in the web
too.

This was the original prototype for the World-Wide Weh. Many
hrowers for other platforms now exist (Read the web for details). After
many years lying fallow, this application has now sprouted images
and nested HTML elements and things. If you have an Internet
connection, then using "Help" under the Info menu will tell you all
ahout this application. If you don’t have an internet connection -- get
onel ;)

If you want to he able to read news, you should set the name of your
local news server in the preferences.
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1. Obtain Anonymous Account ) - ———— —> (_ 2. Create Official Screen Name

4. Find a "New Member"Room ) <}-————- 3. Form the "Bait" Message

| Repeat until disconnected
: by AOL
|

5. Send Bait to all Participants

Figure 1: Password and Credit Card Scam Process

. {
ES1l Rekouche, Koceilah. "Early Phishing." arXiv preprint arXiv:1106.4692 (2011). Sefcm
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ES1 Rekouche, Koceilah. "Early Phishing." arXiv preprint arXiv:1106.4692 (2011).



3] Fisher

" PW/CC Fisher

(8 Fish For Passwords Number of people in room:
(" Fish For Credit Cards |2l]

" What You Will Say
(" Phrase 1 ( Phrase 2 & Phrase 3 ( Custom

Texi to Be Sent:

ATTENTION: AOL NEWS t+
S

Hi, I'm with the America Online billing depariment.

Due to a problem we our experiencing with our

records, we have lost vital information concerning your

Start Help! | | Cancel

Figure 2: AOHell's Phishing Configuration Screen

/
ES] Rekouche, Koceilah. "Early Phishing." arXiv preprint arXiv:1106.4692 (2011). Sefcm
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File Edit GoTo Mal Members MWindow -==A0Hell 95==- Bots MailUtils IMs Annoy Options
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Phishing for P\Ws

= | Stop this thing!

Fublic Rooms in People Connection Phishing..

|Reply from target |

r>|nstant Message From: MarkDoe101 |~

Create Room

; S Teen Chata
MarkDoe101:  infinit
¥ MNew Member Lounge 7 Member Rooms
Lobhy 14
Mew Member Lounge 4 Enter Private
t3
= People List (v« ber Lounge 1 | List People |
Respond JohnB12 2 =]
Userd420 To: | I
e Message Edwardh
iﬂen:g: 101 vital information concerning your account. YWe
Czrattecrlgz Get Info need you to hit the Respond button and reply

back with your current password so we may

verify this information and correct the problem |
as soon as possible to avoid unneeded
cancellation of your account. Thank you for

your cooperation.

|List of targets in chat room |

Lo ! " Send Cancel

Figure 3: Automated Phisher in action on Windows 3.1 and AOL 1.1
. {
ES1l Rekouche, Koceilah. "Early Phishing." arXiv preprint arXiv:1106.4692 (2011). Sefcm



AMERICAN

E P E SS My Account Cards Travel Rewards Business Q Help
USER ID
Dear Customer,
- - - PASSWORD
You have an important notification on your Card
Your access to americanexpress.com has been Cards - My Account <

temporarily restricted because of suspicious activity that
was detected on your Card.

Remember Me

Forgot User ID or Password?

Please take time to sign on to your account immediately
to review your recent account activity.

Sign On to Security Center

We apologize for any inconvenience and appreciate your
understanding.

Create New Online Account
Confirm Card Received

Visit OQur Security Center
ABOUT PRODUCTS & SERVICES

LINKS YOU MAY LIKE ADDITIONAL INFORMATION

Thank you for your Card Membership,

American Express Customer Care

poN'T [W¢ life, witHouT IT-

PRIVACY STATEMENT | UPDATE YOUR EMAIL

FSl

About American Express
Investor Relations
Careers

Site Map

Contact Us

Credit Cards

Small Business Credit Cards

Corporate Cards

Prepaid Cards

Savings Accounts & CDs

Gift Cards

Membership Rewards
Free Credit Score & Report
Credit Secure

Bluebird

Accept Amex Cards

Refer A Friend

Card Agreements
Financial Education
Servicemember Benefits

Supplier Management
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Weekly Malicious Site Detections ']

—— Malware sites = Phishing sites
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—— Malware sites = Phishing sites
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[1] Google Safe Browsing Transparency Report: https://transparencyreport.google.com/safe-browsing/overview



FBI I3C Reported Phishing Victims
Per Year

350,000
300,000
250,000
200,000
150,000
100,000

50,000

2015 2016 2017 2018 2019 2020 2021

—Reported Victims

: _ ) /
FSU Likely undercount according to Breen et al., “A Large-Scale Measurement of
Cybercrime Against Individuals” CHI 2022. Sefcm



Phishing Questions

» Why does phishing continue at
scale?

.- What shortcomings exist within anti-
phishing systems?

. How can we reliably measure them?

- How can they be improved?

PSl sefcém



Anti-phishing Ecosystem

Targeted Organizations Collateral Damage
743\ H
@ HHE

Phishers Message Platforms Phishing Victims

@ Py @
.-.
Anti-abuse Entities

Hosting Platforms Phishing Content @

Underground Domain Registrars
Economy @
J t sefcem
Inside a Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-

Joon Ahn, Brad Wardman, and Gary Warner. APWG Symposium on Electronic Crime Research, May 2018.



Digging Deeper

Targeted Organizations Collateral Damage

1800 Phishing Kits @

\}// HB’HE 172K Phishing URLs
E d% Message Platforms Phishing Victims h t -
ey LU

ZIP

I T A|: = tltles
Hosting Platforms Phishing Content )

$

2

Underground Economy Domain Registrars

73

Inside a

Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner. APWG Symposium on Electronic Crime Research, May 2018.
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E% Phishing Kit Analysis

ZIP

« 2.300 .htaccess files
Used heavily to block security organizations

- 1.5M total directives, 340K unigue

eeeeeeeee g e Q (JY%’a
@ el
@e, AOL ® @ anégb p- ”{;
e A OYAHOO’ m N Y%m_&
Hostname/IP  Geolocation User Agent Referring URL

Why is request filtering so elaborate?

Do phishers truly understand the ecosystem?
Fsu sefc@m

Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner. APWG Symposium on Electronic Crime Research, May 2018.



Anti-phishing Blocklists

« Key ecosystem defense
— Default in major desktop + mobile browsers

— App and e-mail integration

+ Goals
— Timely, comprehensive detection

— Low false positive rate

 Automated crawler backend

sl sefcém

Inside a Phisher's Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner. APWG Symposium on Electronic Crime Research, May 2018.



“Cloaking”: Why Filter Requests?

URL Reported to URL Clagsi#ie y URL Added
Entity Checked as Phish to Blocklist

URL
Ignored

secure-login-
Victims @ | A Allow
Security L<@’
Orgs. Deny

Attack stays online longer: phishers maximize ROI

Can current anti-phishing systems bypass cloaking? ,
Fslu sefcam

Inside a Phisher’s Mind: Understanding the Anti-phishing Ecosystem Through Phishing Kit Analysis. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-
Joon Ahn, Brad Wardman, and Gary Warner. APWG Symposium on Electronic Crime Research, May 2018.



HOW TO MEASURE A PHISH

MEASURE THE FISH WITH MOUTH CLOSED AND TAIL FIN
COMPRESSED TO DETERMINE TOTAL LENGTH.

sefcém



PhishFarm Research Overview

Do browser blocklists protect users from cloaked phishing?

« Coverage: does blocking always occur?

« Speed: lag time before blocking happens

« Consistency across platforms

& 2"

Security implications of gaps?

sl sefcém

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Measuring Blocklists

* Framework to create our own harmless phishing sites

|
il

uuuuuu

* Preliminary experiments to guide design of larger ones
(cloaking, entities, URL types)

B
July 2017

* Prelimin rity recommendation
el e ary security recommendations schm

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



5 Cloaking Techniques

A. Allow all traffic (control group)

B. Only mobile (Android & i0OS)

C. Only US desktop
D. Only non-US desktop

t E. “Anti-crawler” IP/hostnames (from .htaccess)

JavaScript

F. Only if JavaScript runs in browser
] sefc@m

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



-~
Full Experiments uly 2018

.
——\ —c—\

i BV E d% 4 d\b ? d% i d’\b d\b );236 sites
A B C D E F

P

PayPal

= 1,980 sites total

| Random .com domains (avoid confounding effects)

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



PhishFarm Deployment

"“]:[l

PayPal
Configure & Deploy Report URLs to Monitor Browser
Phishing Sites Anti-Phishing Entities Blocklist Status

9 i (desktop + mobile) O

1 hour of setup
End-to-end automation

sl sefcém

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Overview of Findings

* Over 2M web hits, 20K blocklist timestamps

« Cloaking halved blocklisting chance, nearly doubled time
to be blocklisted, and resulted in less crawler traffic

Successfully Blocked Mean Time to | Mean Requests
Crawled Anywhere Blocklisting per Site
& W/ cloaking 61.4% 23.0% 238 min 162
No cloaking 97.4% 49.4% 126 min 334

« Key assumption: experimental design representative of ecosystem

* Abuse reports far slower ,
Fslu sefcem

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



Cloaking Effectiveness

Mobile-only sites never blocked anywhere
+ no blocklist warnings on mobile devices

US-only sites never blocked by GSB

Non-US sites never blocked by APWG & others

.htaccess cloaking effective for first 12 hours

JavaScript

JavaScript cloaking slowed blocking in long term

EsU sefcém

PhishFarm: A Scalable Framework for Measuring Evasion Techniques Against Browser Phishing Blacklists. Adam Oest, Yeganeh Safaei, Adam Doupé, Gail-Joon Ahn, Brad
Wardman, and Kevin Tyers. IEEE Symposium on Security & Privacy, May 2019.



PhishFarm

* Framework Available: https://phishfarm-project.com

 Transitioning Framework to APWG
* https://ecrimeresearch.org/phishfarm/

» Cloaking prolongs phishers’ window of
opportunity

* Novel techniques to be expected
» Geo-specific cloaking remains effective z

» Mitigations not fast enough to prevent abuse
 Blocklists
* Hosting infrastructure

* Ecosystem must improve to keep users safe
ESU sefcem


https://phishfarm-project.com/
https://ecrimeresearch.org/phishfarm/

Key Observation

* Phishing kits “often” embed first-party
JavaScript tracking code or images

Status Method
GET
GET
GET
GET
GET
GET
GET
GET
GET

FSd

Domain

Z ty364tsdsaf.appspot.com
# ty364tsdsaf.appspot.com
W ty364tsdsaf.appspot.com
Z ty364tsdsaf.appspot.com
/ty364tsdsaf,appspot.com
# ty364tsdsaf.appspot.com
@ aadcdn.msftauth.net

& aadcdn.msftauth.net

) secure.aadcdn.microsofto...

File
8cc47449¢8e0cc4c4f254cd03568baednbr1570557671.¢ss
b1821919¢7bcc1049302e1f2e606f003nbr1570557671.css
37_533e293f0c8947adab53b47c00e394e2.png
microsoft_logo.svg

ellipsis_white.svg

ellipsis_grey.svg
0-small_138bcee624fal4ef9b75e86211a%fe0d.jpg
0_a5dbd4393ff6a725¢7e62b61df7e72f0.jpg

favicon_a.ico

Cause
stylesheet
stylesheet
img

img

img

img

img

img

img

Type

css
png
svg
svg
svg
Jpeg
jpeg

X-icon

Transferred
843 B
24,05 KB

1

)
0

KB
1.84 KB
605 B
605 B
3.54 KB
277.41KB

17.10KB

Size

1.06 KB
127 KB
1.71 KB
3.57KB
915B
915B
2.94KB
276.71 KB

16.77 KB
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



Building an Analysis
Framework

.ORGANIZATION TARGETED BY
PHISHERS

/\ Status Method Domain File Cause Type Transferred Size 0
v GET % ty364tsdsaf.appspot.com  8cc47449¢8e0cc4c4f254cd03568baednbr1570557671.¢ss stylesheet css 843 B 1.06 KB
GET Z ty364tsdsaf.appspot.com  b1821919¢7bcc1049302e1f2e606f003nbr1570557671.css stylesheet css 24,05 KB 127 KB
GET Z ty364tsdsaf.appspot.com  37_533e293f0c8947adab53b47c00e3%4e2.png img png 1.99KB 1.71KB
- GET /4 ty364tsdsaf.appspot.com  microsoft_logo.svg img svg 1.84 KB 3.57KB
GET Z ty364tsdsaf.appspot.com ellipsis_white.svg img svg 605 B 915B
GET ¥ ty364tsdsaf.appspot.com  ellipsis_grey.svg img svg 605 B 915B
WEB GET # aadcdn.msftauth.net 0-small_138bcee624fal04ef9b75e86211a%fe0d.jpg img jpeg 3.54KB 2,94 KB
EVENTS GET & aadcdn.msftauth.net 0_a5dbd4393ff6a725c7e62b61df7e72f0.jpg img jpeg 27741 KB 276.71 KB
GET @ secure.aadcdn.microsofto... favicon_a.ico img x-icon 17.10KB 16.77 KB

N—
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ORGANIZATION TARGETED BY
PHISHERS

F ra m eWO rk D eS i g N . E-MAIL PROVIDER /

PHISHING REPORTS
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v
KNOWN PHISHING . .
/ SUSPICIOUS URLS Session IDs
FRAUD DATA
el « Loss calculation
» Secure accounts
e victims
ANONYMIZED Overlapping URLs + crawlers —
WEB  attackers
EVENTS e ————
— []
Attack timeline / detection E-MAIL DATA
Phishing URLs o
* Spam timings
* Reporting trends

N—
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ORGANIZATION TARGETED BY
PHISHERS
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



End-to-end Timeline

E-MAIL PROVIDER /
PHISHING REPORTS
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.ORGANIZATION TARGETED BY
PHISHERS

Phishing
Website
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time

ANONYMIZED Attack —
WEB Distribution
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



End-to-end Timeline

E-MAIL PROVIDER /
PHISHING REPORTS

Y
N~

] ; ; FRAUD DATA

.ORGANIZATION TARGETED BY
PHISHERS

N 7 Phishing Victims Visit
Website Phishing
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time
ANONYMIZED Attack /—\
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— []
E-MAIL DATA
v
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ORGANIZATION TARGETED BY
PHISHERS
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



ORGANIZATION TARGETED BY
PHISHERS
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



“Golden Hour” Data Set

* Source: large organization (wop 10mostphisheq)
N

Oct 2018
° ° efe . . . through
* Visibility: 39.1% of known phishing  sep2019
domains
Trackable by Golden Hour Estimated
N e Total
POtentIa| VICtImS Known User
Phishing Site Page Loads 15.6M 4.8M 39.9M
Suspected Successful

Phish 482K 148K 1.2M

0 bt b
7.6% phishing success rate sefedm

Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



End-to-end Timeline of Phishing

________________

________________

1 Fraudulent transaction !

IPeak crawler traffc. . 5.19 days 4
1-00:33  _____E. ' B ik iyl iyl S
.5'03/‘,'6(\"}{.&{\,.'5.'.;, | Credentials found in dump i
1-00:40 : |692days  F |

Number of Visits

________________

-24 22 -20 -18 -16 -14 -12 -10 -8 -6 4 -2 0 2 4 6 8 10 12 14 16 18 20 22 24
Hours Relative to Detection
L L ']
| J v
Proactive Reactive mitigation improvements
detection

Secure affected user accounts
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Sunrise to Sunset: Analyzing the End-to-end Life Cycle and Effectiveness of Phishing Attacks at Scale. Adam Oest, Penghui Zhang, Brad Wardman, Eric Nunes, Jakub Burgis, Ali
Zand, Kurt Thomas, Adam Doupé, and Gail-Joon Ahn. Proceedings of the USENIX Security Symposium (USENIX). August 2020.



Coronavirus
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Scam Pandemic: How Attackers Exploit Public Fear through Phishing. Marzieh Bitaab, Haehyun Cho, Adam Oest, Penghui Zhang, Zhibo Sun, Rana Pourmohamad, Dowoon Kim,
Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. APWG Symposium on Electronic Crime Research (eCrime) 2020.




Motivation

© OtsetnTh || 9 OTBeTMTL BCEM |V || - MepecnaT
Ot Corona Support <info@ muismiem.com> vy

Tema CDC HEALTH emergency coronavirus (2019-nCoV) Ne
O6paTHbIf agpec info@ I com Yy
Komy tom0184@ /S .t VY

Dear Sir/Madam

The center for disease control and Prevention (CDC) continues to work to|
go all out to control an outbreak of a 2019 novel coronavirus (2019-
nCoV) in Wuhan City, Hubei Province, China, that began in December 2019.
Updated list of new case around your cit £

(www. cdc.gov/coronavirus/2019).

& https://w
CDC has established an incident manageme
domestic and international public healt
virus. Funding of the above project is q
for your good will donation, nothing is
amount

This e-plate
our public I
together, we g
working roun|

Please kindly
and support.

171iciHtCDFQmEpdmh]43DtnkGvigjiXVm

Thanks you for your goodwill contributio
virus, you are a hero. Please help us s
many as possible.
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These disposable Face Shield Visors are clear and cover the whole face to protect the
wearer from droplets and liquid splashes and will provide protection against Covid-19.
They are fitted with an elasticated strap for a comfortable fit. Ideal for key workers,
hairdressers, construction workers, shop and office workers, beauty salons etc

Protects eyes, nose and mouth against splashes, dust and aerosols
Prevents the wearer from touching face and spreading contamination

Reduces the risk of cross contamination

Fits comfortably over spectacles and protective face masks

Does not contain any natural rubber

Anti-fog coating prevents mist obscuring vision

Clear optics, minimal distortion to vision, and does not obstruct facial expressions
Shatter proof

Does not obstruct the airways, and allows normal breathing and does not restrict
communication

Single size fits all

Facial expressions and smiles remain visible

Made in the UK from over 85 percent locally sourced materials
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Removing the Face Shield
1. Wash your hands with soap and water (or hand sanitiser) before touching the Face
Shield.

2. Reach back to touch the elastic strap.

3. Do not touch the front of your Face Shield as it may be contaminated.

4. Lift the elastic up and over your head and remove the Face Shield from your face.
5. Discard the Face Shield
6. Clean your hands again using soap and water or hand sanitise

Important Safety Information
This PPE is designed for Single Use only, by one user. It must not be shared. We do not
recommend multiple session use. COVID-19 can remain on hard surfaces for up to 3
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Approach

* We collected a comprehensive dataset and
analyzed it to identify the trends:

[NEWS] _

M=l News articles and announcements
= _4DNS

() DNS records and TLS certificates

| . . .
Source code of malicious websites

Victim visits on phishing websites

S Reported phishing emails

Underground forum discussions
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Domain Names and TLS Certificates

The number of corona-related domain names started increasing from early March
2020 after W.H.O. declared a pandemic

# of newly registered corona-related domains
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Phishing Trends

- The number of phishing hostnames reported to two major
clearinghouses did not increase

- We analyzed phishing emails and traffic to phishing
websites at one major industry organization using
GoldenHour framework
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Phishing Trends

Through an increase in spamming activity against a larger attack surface,
the pandemic led to record numbers of phishing victims

Victim visits to phishing websites

m— Victims
URLs
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COVID-19 Themed Phishing

We crawled the source of 49K scam and phishing websites

Donation-themed

Use code 'STAYSAFENOW: to save 25% off your next order - WHILE SUPPLIES LAST! Dismiss

Stay Safe with the Right Equipment

Available PPE

~
@ W PPE Sale
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COVID-19 Themed Phishing

COVID-19 #RIRS

Pandeméc Scenarios
& Bemvefits Avadlable

Enter the following Information 1o update your COVID-19 Iincome Benefit Return Information

(<] Sp—
. - - - - -

o
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Corona-related Events

Free shipping on all orders. Due to COVID-19 Pandemic We are currently
facing a slight delay to ship orders. We appreciate your understanding!
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Key Takeaways

- Attackers favor general phishing websites while taking
advantage of the pandemic in other contexts

- Reactive anti-phishing systems are not enough

The number of corona-related URLSs reported to the APWG

oy PGS
Jan 2020 0 0
Feb 2020 9) 1
Mar 2020 171 37
Apr 2020 140 34

Total 316

FSl

Victims visits to phishing websites
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Key Takeaways (cont’'d)

Low number of corona-related legitimate websites despite large number
of registered domains

FTC report shows users lost $40M to COVID-19 fraud from
January to May*

Phishing is just one type of many corona-related attacks.
Cybercriminals use domains for different fraudulent purposes
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Revisiting Cloaking

* https://verify-webscrid2367.serveirc.com/signin
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Cloaking

https://verify-webscrid2367.serveirc.com/signin

Pardon Our Interruption

As you were browsing something about your browser made us think you
were a bot. There are a few reasons this might happen:

« You're a power user moving through this website with super-human speed
« You've disabled JavaScript in your web browser.

A third-party browser plugin, such as Ghostery or NoScript, is preventing
JavaScript from running.

Atfter completing the CAPTCHA below you will regain access to the site
However, if the above situations are still detected you will continue to
receive this message.

If you believe you should not be seeing this page please fill out our
Feedback Form and our team will contact you to help.

sl sefcém

CrawlPhish: Large-scale Analysis of Client-side Cloaking Techniques in Phishing. Penghui Zhang, Adam Oest, Haehyun Cho, Zhibo Sun, RC Johnson, Brad Wardman, Shaown
Sarker, Alexandros Kapravelos, Tiffany Bao, Ruoyu Wang, Yan Shoshitaishvili, Adam Doupé, and Gail-Joon Ahn. IEEE Symposium on Security and Privacy (Oakland). 2021.



Cloaking

X o @ Q LGIE/LEEE AT E lements/home/penghui/Downloads/JS_analysis/files/0530b86fe4745e136 @
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Cloaking

= < ANON"] verify-webscrid2367.serveirc.com/sig “x @

i Apps Q Jira X Confluence IT Services BFG @ OKTA @ HipChat Salesforce M) gMail  [LJ] My Applications  [i(] nbviewer.ipython dsusin/dga-detector

P PayPal & sei send

Your money works better,

Sign Up for Free

Own a business? Open a business account
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Data Collection
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- Crawled —
@ Phishing
websites
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Crawled
Phishing
websites

JavaScript
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Crawled
Phishing
websites

Forced execution

Engine* =
)

[*] J-Force: Forced Execution on JavaScript
Kyungtae Kim, | Luk Kim, Chung Hwan Kim, Yonghwi Kwon, Yunhui Zheng, Xiangyu Zhang, Dongyan Xu
26th international conference on World Wide Web, 2017
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Forced execution

EngineI C:)
Analysis Engine
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Analysis Engine

@ Webpage Similarity
N\
AN
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Analysis Engine

IE' | Webpage Similarity
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Analysis Engine

Webpage Similarity
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Analysis Engine

Non-JS

IE' | Webpage Similarity Phishing
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Analysis Engine

Non-JS

IE' | Webpage Similarity Phishing

Cloaking

Technique
Database
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Cloaked Phishing Over Time
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User Interaction

Press "Allow" to verify, that
you are not robot
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Impact

» Can these techniques truly evade
detection by anti-phishing systems?

* Do they generally not discourage victim
Vvisits?
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Effectiveness

User Interaction Cloaking ‘
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Phishers

Lures

J

Potential Victims

®_©O Client-side Server-side

S%a . .
dh Cloalflng GSB Cloaking Hosting Platforms
Phishing =

Content

J \
Anti-abuse Entities

Credentials Phishers
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Conclusions

Extending beyond phishing
Extending deeper into phishing
— Advanced web phishing

— Other phishing lures: SMS, voice, chat
(whatsapp, etc.)

Prevention
— Removing incentives?
— Education?
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WILD WILD PHISH: PHRONTIERS
IN THE PHIGHT AGAINST
< PHISHING
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