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Browsers have been 
on a decade-long 
mission to secure 
web transport...

https://www.getcloudapp.com/blog/why-google-is-pushing-https/



https://transparencyreport.google.com/https/overview



“82.7% of phishing 
attacks used SSL 
Certificates.”

PhishLabs Q1 2021 Threat Trends & Intelligence Report

https://www.phishlabs.com/blog/q1-2021-threat-trends-intelligence-report-2/



padlock“[..] key or padlock – convey the idea of a 
“place” that can be made secure. Such a 
conception runs counter to the more accurate 
meaning of a secure connection that refers to 
the security of the information in transit.
Friedman et al.,  2002 

“even participants whose 
passwords are at risk fail to react 

as recommended when HTTPS
indicators are absent.”

Schechter et al., 2007 

“Future research should explore how the browser can 
be used to inform users regarding the safety of the sites 
they visit. This could have more impact than focusing 
on making users pay more attention to an indicator 

(i.e., HTTPS lock icon) that they misunderstand.”
Ruoti et al., 2017 



https://blog.chromium.org/2018/05/evolving-chromes-security-indicators.html

“We will step towards 
removing Chrome’s positive 
security indicators so that 
the default unmarked state 
is secure.”



https://www.ic3.gov/Media/Y2019/PSA190610

“Do not trust a website just 
because it has a lock icon or 
‘https’ in the browser 
address bar.”



The padlock provides an 
entry point for 
site-related information. 

https://support.google.com/chrome/answer/114662



● How does the padlock icon impact 
perceived trustworthiness of an 
unfamiliar web shop?

● How do users react if we remove or 
replace the padlock icon?

● Will surfacing connection security inside 
secondary UI be sufficient for users 
relying on the padlock icon?

Research questions
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51% “it is safe to enter data on this web site.”

30%  “the web site respects my privacy.”

Padlock expectations
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“Since you never visited this web shop before, you wonder if it is safe to order the plants.” 

Visual Inspection
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“Where would you usually click to learn more about the trustworthiness and the security of the web shop?” 

Information Seeking
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“Please indicate the information (if any) that would help you most to make a purchase decision 
(i.e., continue or cancel the order).” 

Secondary Browser UI



49%
19%

21%

Secondary Browser UI



49%
19%

21%

23%

13%

30%

Secondary Browser UI



89%
mentioned presence 

& would purchase

21%
mentioned absence & 

would purchase

17%
mentioned absence & 

would purchase

no icon

Before reviewing the secondary 
browser UIVisual Inspection



89%
mentioned presence 

& trusted site

21%
mentioned absence & 

trusted site

17%
mentioned absence & 

trusted site

no icon

94%
mentioned presence & 

trusted site

78%
mentioned presence & 

trusted site

78%
mentioned presence & 

trusted site

After reviewing the secondary 
browser UIVisual Inspection



Summary

● The target meaning of the padlock icon is 
often not clear.

● Only a subset of participants relied on the 
padlock icon when making trust decisions.

● For padlock-aware users, the absence of the 
icon was often a deal breaker.

● Padlock-aware users were more likely to 
explore other iconography.

● Seeing secondary browser UI significantly 
reassured participants in all conditions.
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