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TLS is Everywhere!
TLS 1.2 TLS 1.3

37 cipher suites 3 mandatory cipher suites

2-RTT 1-RTT and 0-RTT

Client certificate authentication only during 
initial handshake

Post Handshake Authentication

More handshake encryption - from early on 
in the handshake



Measuring TLS in the Wild

- Awareness of evolving protocol support

- Response to updates

- Data driven decision making

- New features not as robust



Measuring TLS in the Wild
Internet Measurement Conference, 2018



Measuring TLS in the Wild
Internet Measurement Conference, 2018

Arxiv, 2019



Measuring TLS in the Wild

- 0-RTT acceptance was not 
measured

- PHA was not measured

- Interesting due to 0-RTT 
vulnerabilities 

- Possible PHA vulnerability



Measuring TLS in the Wild

- 0-RTT acceptance was not 
measured

- PHA was not measured

- Interesting due to 0-RTT 
vulnerabilities 

- Possible PHA vulnerability



Measuring TLS in the Wild

- 0-RTT acceptance was not 
measured

- PHA was not measured

- Interesting due to 0-RTT 
vulnerabilities 

- Possible PHA vulnerability



Measuring TLS in the Wild
- Counting usage numbers

- Internal data collection policy

- No personally identifiable data

- Opt-out option

- Data review

- All of our probes have expired



Our Results: Version Usage

TLS version usage in Firefox

TLS 1.0 and 1.1 see 
less than 0.1% usage

TLS 1.3 is the most 
used with 57.23%

Confirms insights of 
Holz et. al. with 
regards to TLS 1.3 
growth



Our Results: Cipher Suite Usage

TLS 1.3 cipher suite usage in Firefox

ChaCha20 Poly1305 
usage is less than 0.1%

AES 128 is the most 
used with 82.69%



Our Results: 0-RTT

0-RTT usage in FirefoxHigh acceptance 
rate of 98.20%

Big rise in 0-RTT 
possible to 11.82%

possible: 
0-RTT can be used for 
connection

used: 
0-RTT is used for 
connection

accepted:  
0-RTT was accepted by 
server



Our Results: PHA

PHA usage in Firefox

High variance 
between days

One big spike then 
lower usage 



Takeaways
- Built on previous studies to confirm previous insights 

- 0-RTT usage is low but climbing 

- PHA usage is very low

- New features not as robust so it is good to know their usage

- Maybe some of the less robust features are not needed going forward

- Future work: multi-vendor study would be interesting 


