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Content Security Policy (CSP)

<html>
<body>
<!-- ad.com includes company.com -->
<script
src="https://ad.com/someads.js">
</script>
<script>
// ... meaningful inline script
</script>
</body>
</html>
script-src
https://ad.com
https://company.com

'unsafe-inline’

script-src
https://company.com
'nonce-d90e0153c074f6c3fcf53"’
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<html>
<body>
<script nonce="d90e0153c074£6c3fcf53">
let script =

document.createElement ("script") ;
script.src = "https://ad.com/ad.js";
document.body.appendChild (script) ;
</script>
</body>
</html>

<html>
<body>
<!-- ad.com includes company.com -->
<script nonce="d9%90e0153c074£f6c3£fcf53"
src="https://ad.com/someads. js">
</script>
<script nonce="d90e0153c074£6c3fcf53">
// ... meaningful inline script
</script>
</body>
</html>
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script-src
'nonce-d99e0153c074f6c3fcf53’
'strict-dynamic’




Current Challenges of CSP Deployment
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Feature

Chrome
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Opera

Firefox

Safari

manifest-src
plugin-types
script-src-attr
script-src-elem
strict-dynamic
unsafe-hashes
style-src-attr
style-src-elem
navigate-to
report-to
prefetch-src
trusted-types
worker-src

AN NN T Y N N N NN

&3]
NI XA XSSNSSNASNl\N @

N XX XN NSNSANSNAN

N XX X X XX XN XX XN

™ XXX XX XX XXX\ X

Wilhelm, Roth, Stock - RETROCSP

EEEEEEEEEEEEEEEEEE

B Google Chrome

W Safari

B Mozilla Firefox
Microsoft Edge

M Opera

M Internet Explorer

H Other



" ICISPA

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

%>

Retrofitting CSP Features
on the Client Side



RETROCSP

Example
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StrictDynamicRetrofitter (Proxy Phase)
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add strict-dynamic

retrofit() called > inject retrofitting

nonce to policy script
policy contains Any policy of CSP strict-dynamic RETURN

'strict-dynamic'

nonce created?
keyword?

not analyzed yet? response body

—> Establishes strict-dynamic nonce and deactivates any host-based allowlist
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StrictDynamicRetrofitter (Client Phase)
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StrictDynamicRetrofitter.retrofittingScript = function (strictDynamicNonce) A
let original_createElement = document.createElement,
document.createElement = function () {

let element = original createElement.apply(this, arguments);
if (element.tagName === 'SCRIPT')

element.nonce = strictDynamicNonce;
return element;

+;

= Two additional retrofitting modules:
= UnsafeHashesRetrofitter
= NavigateToRetrofitter
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Functionality Evaluation o|CISPA

Browser ’strict-dynamic’
Google Chrome v

-+ RETROCSP | R
Microsoft Edge v

-+ RETROCSP | R
Opera e

-+ RETROCSP | oo
Mozilla Firefox (V)

-+ RETROCSP | oo
Safari X

-+ RETROCSP | R
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Performance Evaluation
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overhead equiv. to loading

~2KB from localhost




Limitations

®" Bound to Service Worker capabilities
— Bound to https

— Requires worker-src
= Window.location object cannot be hooked

— Prevents code execution control check in UnsafeHashesRetrofitter (javascript: URL)

— Prevents navigation check in NavigateToRetrofitter (modifying location.href)
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Standard Compliance & Browser Inconsistencies
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Standard Violation | Chrome | Edge | Opera | Firefox | Safari | RETROCSP
’strict-dynamic’ in "
default-src ’ ’ ’ ) ) )
’strict-dynamic’ in
illegal directive
CSP| Level 2 & 3 in

default-src

’unsafe—-hashes’ as
default behavior

Hash valuc of "

javascript: [URLS ) () () () ) i

Non-Punyvcode-
cncoded host

Non-blocked
window. op Cll( )

(*) Safari did not support the underlying functionality at all
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Non-Punycode-encoded source expression

<I!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">

<meta http-equiv="Content-Security-Policy" content="script-src
— https://kindigungsschutz.com/">

</head>

<body>

<script>alert(42)</script>

</body>

</html>

2. If |token| is an empty string, [=iteration/continue=].

2. If |token| is an empty string, or if |token| is not an [=ASCII string=], [=iteration/continue=].
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Extending the architecture

EEEEEEEEEEEEEEEEEE

>
\\\\\\\\\\\\\\\\\\\\\\

Feature Chrome | Edge | Opera | Firefox | Safari
manifest-src
plugin-types
script-src-attr
script-src-elem
strict-dynamic
unsafe-hashes
style-src-attr
style-src-elem
navigate-to
report-to
prefetch-src
trusted-types
worker-src
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Conclusion S CISPA
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Content Security Policy (CSP) {|CISPA RETROCSP {|CISPA
nple
<hal> ahtmts - mple.com
<body: ; . <body>
:;cn;:'“‘“ includes company.com --> <script nonces"d90e0153c074£6c3fcEs3 >
L . . let zcript =
{/";;;0"“’"'//"""""‘/”"""“"" > docunent . createElement (“=
<scxipts zeript.src = ‘https :
// ... meaningful inline script script-src v -body 1d(script)
</script> https://company.com <£=:‘-P*>
</body> "nonce-d90e@153c074f6c3fcf53" (jéblz’ 5
</html> luncafe-inline. I
w ( Web site
R initiate
script-src
script-src <html> 'nonce-d99e0153c074f6c3fcf53"
https://ad.com ‘-:"_’Z’“ com includes coapany.com —> 'strict-dynamic’
https://company. com <script nonces"d$0e0153c074£6c3fcE83n httpesiit
‘unsafe-inline’ sro="https://ad.com/someads.35"> ‘unsale-inline’
</script>
<zcript nonces"dS0e0153c074£6c3LcE83 > | b O Q |
// ... meaningful inline script \ . Peraft e
</script> \
</body> ~ _
</html> retroCSP
. . .
https://github.com/moritzwilhelm/retroCSP
PS://g .
|

Non-Punycode-encoded source expression {|CISPA Extending the architecture {"|CISPA

DC html>

o l:m;%”en") Feature Chrome | Edge | Opera | Firefox | Safari

<head> manifest-src
<meta charset="UTF-8"> plugin-tvpes
<meta http-equiv="Content-Security-Policy" content="script-src

< https://kiindigungsschutz.com/"> S(il‘.l[)t-Sl'C-attl'
</head> script-sre-elem
<body> strict-dynamic
<script>alert(42)</script> unsafe-hashes
</body>
</html> style-src-attr

2. If |token| is an empty string, [=iteration/continue=].

2. If |token| is an empty string, or if |token| is not an [=ASCII string=], [=iteration/continue=].

style-src-elem
navigate-to
report-to
prefetch-src
trusted-types
worker-src
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https://github.com/moritzwilhelm/retroCSP
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Visited starting page of TRANCO top 10,000

Collected CSP headers and meta-tags declaring policies

8,776 (87.7%) responded successfully of which 1824 (21%) presented a CSP

Category Number of Policies | Fraction
Script Content Restriction 630 37.4%
Framing Control 881 52370
TLS Enforcement 575 34.1%

81.1% of first category trivially bypassable

In total only 1.4% of top 1k might mitigate effects of XSS attacks using CSP

Retrofitted CSP feature | Number of Policies | Fraction
’strict-dynamic’ 39 2.3%
’unsafe-hashes’ 2 0.1%
navigate-to directive 0 0%
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